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1
Decision/action requested

This contribution proposes to add new KI on authorization of NFs deployed in the customer premises.
2
References

3
Rationale

The contribution proposes to add new KI on authorization of NFs deployed in the customer premises.
4
Detailed proposal

It is suggested to approve the following change.

*************** Start of the change ****************

6.X
Key Issue #X: Authorization of NFs deployed in the customer premises
6.X.1
Key issue details
Network functions deployed in NPN customer premises may be manipulated by the attackers. If the network function deployed in NPN customer premises is compromised, it may request/provision sensitive information about UEs that do not use services provided by that NPN.
For instance, the GMLC deployed in the NPN customer premise may be compromised. The compromised GMLC can leverage the NFs (e.g., UDM, AMF) of a PLMN to obtain the location information of victim UEs that do not belong to that NPN. 
6.X.2
Security threats
The NFs deployed in one NPN may be manipulated by the attackers and these compromised NFs may leverage the NFs in a PLMN to request/provision sensitive information about UEs that do not belong to that NPN.

6.X.3
Potential security requirements
The PLMN shall be able to authorize the NFs deployed in NPN customer premises for requesting/provisioning information about UEs.  
*************** End of the change ****************

